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CHAPTER 3

BASEL|I NE ASSESSMENT OF DoD M&S

A | NTRODUCTI] ON

1. Before 1990, DoD M&S was fragnented and uncoordi nated

. across key comunities (e.g. , between DoD Conponents and across
functional conmunities) . In recognition of these deficiencies,
Congress directed the Departnent of Defense to “.. . establish an
Ofice of the Secretary of Defense (OSD) |evel joint program
office for sinulation to coordinate sinmulation policy, to estab-
lish interoperability standards and protocols, to pronote sinula-
tion wwthin the mlitary departnents, and to establish guidelines
and objectives for coordination [sic] of sinulation, war-gam ng,
and training. “ (Senate Authorization Committee Report, reference
() ). Consistent with this direction, the DMSO was created, and
shortly afterwards key DoD Conponents designated organizations
and/or points of contact to facilitate coordination of MS activ-
ities wthin and across their comunities. As a consequence,
there is better sharing of information, capabilities, and re-
sources wthin and anong key DoD M&S communiti es. However, nost
users still lack the MS services they desire. Many potential MRS
applications (e.g., Comand and Control Warfare (C2W, |ogistics,
O0TW, space systens, manufacturing and C41) have not been ad-
dressed adequately, and major technical challenges |oom ahead.

2. These institutional changes facilitated significant ad-
vances in MS in four areas: architectures, standards, and proto-
cols; representation of the environnent, systens, and human behav-
lor; fielding of M&S and associated infrastructure; and outreach
activities, Nonet hel ess, mmjor shortfalls that warrant concerted
actions by the Departnent of Defense persist in each of these
ar eas. This is to be expected in so ambitious an effort as is
required to realize the DoD vision for MS.

B. ARCH TECTURES, STANDARDS, AND PROTOCOLS

1. Two recent Defense Science Board (DSB) Task Forces (Re-
ports on Advanced Distributed Sinulation and Readiness, references
(c) and (d)) have recommended that architecturalr*efforts to com
bi ne live’, virtual®, and constructive sinulation be broadened. In
addition, recent special studies have noted the need for architec-
tural activities to pronote the interoperability and reuse of
nodel s and sinmulations to support other functional areas such as
acqui sition (Report on M&S, reference (e) ) . | nteroperability and

See definition 4.
See definition 35.
®  Seedefinition58.
See definition 12.
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reuse are limted because the Departnent of Defense |acks a common

technical framework for sinmulation architecture. There is now a
consensus that DoD nust establish such a franmework to facilitate — °
the interoperability of all types of nodels and sinulations anong

t hensel ves and with C41 Systens, as well as to facilitate the
reuse of M&S conponents.

2. Recent efforts have built upon the foundation established
by the Advanced Research Projects Agency (ARPA) in the Sinulation
Net wor k (SIMNET) program to develop Distributed Interactive Simu-
lation (DIS) standards and protocols (e.g., Institute of Electri-
cal and Electronic Engineers (|IEEE) Standard 1278) . The DI'S pro-
tocols and standards establish a commbn data exchange environnent,
al so known as a common nessagi ng environnment, using Protocol Data
Units, that supports the interoperability of heterogeneous, geo-

graphical ly-distributed, live, virtual and constructive simula-
tions . A strength of the DI S standards devel opnent process is its
open forum wth broad participation of representatives from gov-
ernment, industry, and acadeni a. The potential exists for DS to
satisfy a broader set of needs than it does today. There is a
need to significantly expand DI'S and evolve its architecture to
support a broader range of capabilities (e.g. , to reflect dynamc

changes in the environnment, support sinulations with different

ti me managenment nethods, represent command and control nore real-
Istically, and to reduce its conputational and comrunication
bandwi dt h demands (e.g., by switching fromits heavy reliance on
broadcast) . Wth the anticipated correction of these problens,
DI-S is expected to serve a central role in the evolution of DoD
M&S capabilities.

3. In the area of constructive war ganes, a 1988 DSB Task
Force on Conputer Applications to Training and Wargam ng (Report
on Conputer Applications to Training and Wargam ng, reference (f))
observed that nobst constructive sinulations used by the Services
for training were not interoperable and recommended that steps be
taken to redress this shortfall. In partial response, ARPA devel -
oped the Aggregate Level Sinmulation Protocol (ALSP) to intercon-
nect theater-level constructive sinulations (Aggregate Level Simu-
lation Protocol, reference (g)) . The resulting confederation of
Service simulations (e.g., Corps Battle Sinmulation; Air Warfare
Simul ati on; Research, Evaluation, and System Analysis) has been
assenbl ed and used with success in supporting a w de spectrum of
joint and conbined training exercises (e.g., ATLANTIC RESOLVE,
UNI FI ED ENDEAVOR, ULCHI FOCUS LENS). ALSP confederations wll re-
main a cornerstone of joint force-level training until the Joint
Simul ation System reaches Initial Operating Capability. Because
the ALSP confederation sinmulations were originally developed in
| solation, they have only limted interoperahility, take a |ong
time to set up, and require nany people to operate.

4, Recent applications of M&S to train Joint and Service

staffs have highlighted the need to interface simulations with C1
Syst ens. The current generation of sinulations is designed wth
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uni que conputer workstations as the primary neans for the user to
interface with the sinulation. This presents an unrealistic
training environnent to the warfighter and requires specially

trai ned personnel to operate the workstations and to interact wth
the training audience. Interfacing sinmulations wth real-world
systens is necessary to enhance training capabilities and facil-
itate the use of M&S to support real-tine operational decision-
maki ng.

5. Security is a significant concern in DoD MS. The conduct
of distributed sinmulations of real-world operations has hei ghtened
community awareness of nulti-level security (MS) needs. Pr ogress
has been nade in the devel opnent of encryption and/or decryption
devices for the transfer of classified data anong distributed
sites. However, current security capabilities drive the M&S com-
munity to the conduct of system high exercisers. The t hroughput
limts of current encryption devices Iimt the scale of sinulation
exercises, and current efforts to address the needs of MS and
mul tiple corrununities (e.g., US. ONLY, US./North Atlantic Treaty

Organi zation, U S./Republic of Korea) are inadequate. I n addition
to technical problens, there are also several security policy
| ssues (e.g. , disparate security classifications of training

simul ati ons anong the Services, use of cryptographic equipnment by
allies) that nust be addressed.

6. Dat a standards, data quality, and data security require-
nents are an essential part of the M&S technical franework. The
DVMSO has been designated the Functional Data Adm nistrator (FDAJQ)
for the M&S comunity . The M&S FDAd has submtted the first Data
Adm nistration Strategic Plan (DASP} (reference (h)) . Under MSWG
sponsorship, a Data and Repositories Technol ogy Wrking G oup
(DRTWG) consisting of nore than one hundred representatives, has
devel oped a well-defined set of needs and plans for the M&S com-
mini ty. A standard set of data admnistration policy” and proce-
dures needs to be develoEed for the M&S community to address such
subjects as conplex data”® (e.g. probability hit/kill, images, road
networks) ; the verification, validation, and certification (WC
of data; authoritative data sources; and data security.

C. REPRESENTATIONS OF THE ENVI RONVENT, SYSTEMS, AND HUVAN
BEHAVI OR

The representations of the environnent, systens, and human be-
havior, along with the processes by which these representations
| nteract, are, at present, shared inadequately across the DoD MS
conmuni ty.

® Systemhigh exercises require thattheentire exercise declassified atthe highestlevel of classified i nformation
that s used in the exercise

®  Seedefinitionl0
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1. Representation of the Environnment. | npr essi ve representa-
tions of the terrain have been achieved, but these databases are
| argely non-reusable by different sinulations and take too nuch
time, noney and people to produce. A recent DSB Task Force
(Report on Advanced Distributed Sinulation, reference (c))
recommended that “DoD must continue research and devel opnent (R&D)
and maturing activities for reusable terrain and environnent al
abases. 7 In addition, several operational users have called
for the devel opnment of the capability to generate environnental
representations rapidly, to satisfy operational planning and
m ssi on rehearsal requirenents. The DVA has inplenented a Digital
Production System that has begun the process of automating the
production of mapping, charting, and geodesy databases. Furt her
progress in the representation of the environnment across the
Departnment of Defense is inpeded by the |ack of:

a. A clear articulation of M&S community requirenents for
envi ronnment al dat a;

b. A coherent managenent structure; and,

C. An assured, stable, quality devel opnent process on
whi ch program nmanagers can depend.

These shortfalls have been highlighted by a recent DSB Task Force
(reference (d)), which identified them as nmajor inpedinents to *“
achieving desired |evels of readiness.

2. Representation of Svstens. The M&S community is exploring
t he devel opnent of authoritative nodels for representing military
and non—-mlitary systens and units as a neans of enhancing inter-
operability and reuse. As exanples, the Arny is developing a
functional description of the battle space to assist in the devel-
opnent of object representations; the Ar Force has devel oped an
object-oriented environnent; efforts are underway to develop.a

joint warfare sinulation object library; and Defense Intelligence
Production Centers are devel oping conmon approaches for represent-
ing threat forces and systens. However, at present, there are no

broadly accepted community standards for representing mlitary
systens and organi zations in N&S. Consequently, representations
of the sane systemin different nodels are frequently incompat-

| bl e. Shared community standards are required for the prom ses
inplicit in object oriented nodels to be realized. Once these

st andards have been devel oped and inplenented, the level of effort
associated with the generation of these products is still project-

ed to be quite high. In several cases (e.g. representation of c4r
systens and electronic warfare environnents) , additional research
and devel opnent will be required to understand how they can be
nodel ed authoritatively. Consequently, a substantial long-term

i nvestnent will be needed to achieve a fully popul ated set of
system representations.
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3. Representation of Human Behavi or. The fully and semi-
automated authoritative representations of friendly or threat
forces (Report on Advanced D stributed Sinulation, reference (c))
and ot her groups of hunmans under the stresses of conflict (Final
Report of the Acquisition Task Force on MS, reference (e)) are
w dely recogni zed as exceedingly challenging tasks. To respond to
t hese chall enges, the Departnent of Defense has undertaken two key
R&D initiatives. The U . S. Arny’s Mdul ar Sem - Aut omat ed For ces
(ModSAF) program is attenpting to provide a baseline, standard-
| zed, nodul ar software structure in which nodel conponents have
wel | —defined and docunmented interfaces. This structure is bei.ng
| npl enented so that nodel behavior can be reconfigured in run-
tine. The program is also seeking to develop nore sophisticated,
general i zed representati ons of behaviors, mssions, and behavior

control mechani sns. In its Command Forces program ARPA is also
devel opi ng technology to represent command and control in entity-
based-si nul ati ons. However, there have been few efforts, -to date,

to represent tactical behavior authoritatively in operational
prograns. The Arny’s C ose Conbat Tactical Trainer programis a
not abl e exception, in which the program manager began w th user
requi renents, identified and collected the relevant behavior from
subject nmatter experts, and devel oped authoritative represen-
tations of tactical behavior. In general, however, the repre-
sentation of humans in nodels and sinulations is extrenely lim-
ited, particularly in the representation of opposing forces and
their doctrine and tactics. In view of the limted theoretical
underpinnings in this area, this issue wll require extensive
research before human behavior can be nodeled authoritatively.

D. ELELDING OF MRS AND ASSCOCIATED | NFRASTRUCTURE. To realize

fully the benefits of w despread usage of nodels and sinulations,
attention nust be paid to the fielding of M&S systens, wverifi-

e 10 . . 11 . ; 12
cation , validation , and accreditation~ (VV&), MS data VV&C,
resource repositories, comunications, and exercise nanagenent.

1. Fielding of Svstens. In the past, the fielding of MS

systens has been designed to neet only the needs of the devel oping
Conponent . To achieve the DoD M&S vision, Conponents devel oping
M&S capabilities nust design the systens to:

a. Be interoperable and reusabl e;

b. Support the operational needs of both active and
reserve conponents;

C. Support the needs of the Commanders in Chief;

d. Address the full range of Defense m ssions; and

**Seedefinitions6.
' Seedefinitionss.

‘ ? See definition 1.
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e. Field M&S systens in adequate nunbers to neet DoD w de
end-user needs. DoD operational requirenments nust be identified
and an adequate plan nust be devel oped to neet expected needs.

2. VV&A/VV&C. DoD Directive 5000.59 (reference (a)) directs

each of the DoD Conponents to develop an approach to WA that is
appropriate to the nodels and sinulations within its purview.
" “Consistent with this direction, sone DoD Conponents have defined
approaches to WA (e.g. , Departnent of the Arny Panphlet 5-11,
reference (i)) . Enphasis on M&S credibility has stinulated V&V
activities to begin nuch earlier in nodel devel opnent and to be-
come part of the M&S |ife cycle. Li kewi se, nore discipline is
being introduced into docunentation of V&V activities that support
accreditation. However, it is wdely acknowl edged that there are
several issues that nust be resolved before WA can be regarded
as a well-defined, routine process. First, the procedures for
verification and validation (V&V) of new nodels, or of models used
for new mssion areas, need to be refined. Particular attention
must be given to the issue of the relative costs and benefits
associated with increasing levels of V& (i.e., how much V&V is
enough?) . Second, efforts are needed to develop tools to support
WA and to provide training in their use. Efforts are also
required to build automated WRA tools to assist exercise and/or
application designers as they are uniquely configuring their

di stributed sinulations. Finally, procedures for accreditation
need to be matured. In view of the criticality of the WA
process, these activities warrant high priority community action.
Data Vvv&C as part of the M&S WRA process is essential to ensure
credibility of MRS results.

3. Resource Repositories. Today, the Departnent of Defense

does not have a robust, integrated system for sharing and nain-
tai ning nodels, sinulations, data, netadata, algorithns, and
tools . The M&S community has a requirenent for a networked,

di stributed MSRR system to address its needs in this area. The
DISA is developing a DoD Repository System (DDRS), of which an

MSRR woul d be a sub-set. In coordination with DISA efforts, the
DRTWG is developing a plan to identify requirenents, design, and
prototype an MSRR consistent with DISA's next generation DDRS.

The objective of the DRTWG S efforts is to devel op unclassified
and classified (secret system high) distributed systens to serve

M&S clients in devel oping and using M&S and accessing and
retrieving data.

4. Communications. A reliable communications infrastructure
with capacity adequate to support MS does not yet exist. How

ever, promsing efforts to provide the special MS comunications
needs are under way. The Defense Sinulation Internet (DSI) has
been inplenented to support the needs of geographically distribut-
ed users. An ARPA/DI SA Joint Program O fice manages the DSI, and
pl ans have been made to nerge DSI with the Defense Research and
Engi neering Network (DREN) and to enhance the capacity and reli-
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ability. The long-term objective is to use comercial services
and operational conmunications capabilities to neet MS needs.
Addi tional challenges include the need for additional features
(e.g., dynamc multicasting), |atency reduction, bandw dth

reduction, inprovenents in security, and expanded use of
commerci al conmmuni cati ons.

5. Exerci se Management. Recent experience in conducting

| arge distributed M&S exercises (e.g., ATLANTIC RESCLVE, UN FIED
ENDEAVOR, ULCHI FOCUS LENS 94, Synthetic Theater of War-Europe

(STOME)) has highlighted the challenge of MS nanagenent. In the

future, the use of M&S capabilities by all Conponents wll| produce
conpetition for resources and nust neet the needs of the entire
DoD M&S conmmunity. To facilitate the increased use of distributed

M&S capabilities the Departnent of Defense nust provide inproved
managenent of MS assets and access to expertise in the planning
and conduct of distributed MS exerci ses.

E. OQUTREACH ACTIVITIES

1. There has been a dramatic increase in the |evel of out-
reach activities that have been undertaken to enhance cross-
conmuni ty coordination, technology transfer, and exchange of in-
formati on. These i1nclude increased participation at key confer-
ences (e.g. , denonstration of the ability to |link heterogeneous
virtual simulations at the Interservice and/or |Industry Training
Systens and Education Conference), increased interface efforts
t hrough professional societies (e.g., mni-synposia on WA and
simul ation data sponsored by the MIlitary Operations Research
Soci ety; workshops on C1 and M&S sponsored by the Anerican
Institute of Aeronautics and Astronautics; and the Intelligence
Community MS Coordi nati ng Goup’s annual synposiun) , extended

i nternational involvenent (e.g. , increased efforts to address the
devel opnment and application of international MS standards anong
allies) , creation of the Industry Steering Goup on MS, and

active pronotion of dual-use of DoD M&S technologies (e.g., par-
ticipation on inter-agency task forces to expand the use of MS
technology in civilian education and training)

2. A nunber of task forces have called for an extended out-
reach program Several of these task forces have recommended
initiatives to educate and train key communities on the capa-
bilities and appropriate uses of MS (Report on Advanced Di s-
tributed Sinulation and Report of the Acquisition Task Force on
Model i ng and Sinmul ation, references (c) and (e)) . In addition, a
Wiite House-led Task Force on Learning and Technol ogy recommended
that an extensive denonstration program be undertaken to pronote

dual -use and to better communicate the benefits of MS In educa-
tion and training.

3. Sone elements of the Depart nent of Defense and Congress
have voiced skepticism about the return on investnment associ ated
with the devel opment and use of M&S. Anbng the issues is the
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concern that nodels and sinulations require extensive investnents
that conpete for the limted funds that are available for training
and acquisition activities and the fear that the nore extensive

use of nodels and simulations will cone at the expense of tradi-
tional training approaches (e.g., field training exercises, flight
tinme) .  To address this problem the M&S community nust denon-

strate to potential users that the capabilities and benefits that

, M&S provide are nore than commensurate with the investnent re-

qui r ed. Initial estimates strongly suggest that the effectiveness
and cost of MS are highly favorable for nmany applications in the
Department of Defense (e.g., training, acquisition, mssion re-
hearsal ), but nore active efforts nust be undertaken to coll ect
and interpret the required data and to make such results avail abl e
in credible form to senior decision makers.

F. SUMMARY

1. 1In general, today’'s sinulations:

a. Are narrowy focused, stove-piped devel opnents for
each user community.

b. Do not fully neet active, reserve or joint needs.
c. Take too long to build.

d. Cost too nuch to build and operate.

e. Have not been verified, validated and accredited.

f. Are not interoperable with other MS assets that could
be useful.

g. Are not easily nmaintainable or extensible.

2. However, there has been a substantial increase in the
attention and enphasis placed on M&S in the Departnent of Defense.
Many excellent prograns are underway and there is now a consensus
on the need to interoperate and reuse nodels, sinulations, and
rel ated products across DoD Conponent |ines, across traditional

communities (e.g., linking nodels and simulations to C1 systens),
across functions (e.g. , sharing capabilities between operations
and acquisition) , and across classes of nobdels and sinulations
(e.g., linking live, virtual, and constructive sinulations)

There is an opportunity to create sinulations tailored to the
user’'s need, at a greatly reduced cost in both tinme and noney, and
with elenments of proven quality. pati ence, perseverance, and
significant investnent are required to overcone many chall enging
problens, but the potential payoff in mlitary capability is
extrenmely high.

3-8



